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[lepiexopueva

* [lapouaiaon lNpoBAnRuaTog

* Ynopiakn EykAnuartoAoyia

« AladikTuO TWV lNMpayudatwy (1oT)

* Ynoiakn EykAnuartoAoyia oto Aladiktuo Twv lNpayuaTtwy

* [lpocopoiwaoelg 2evapiwyv Je Tov [Npooouoiwt CupCarbon
* 2UMUTTEPACUATO

* BiBAloypagia



[Tapouaciaon NpoARuaToC

* Eqapuoyn Twv apxwv 1n¢ WYnoeiakn EykAnuartoAoyiag oTo
AladikTuo Twv lMNMpayudtwyv

« 2 UANAOYN WNQIOKWY ATTOOEIKTWY OTOIXEIWV ATTO AVTIKEIMEVA TOU
AladikTuou TwvV lNpayudatwyv

« Alepeuvnaon duvaToTNTWYV Tou TTpocopolwTr) CupCarbon



WYnoiakn EykAnuartoAoyia (1/2)

« AlaTtipnon, ZUAAoyn, ETkUpwaon, Avayvwplion, AvaAuaon,
Epunveia, Kataypaen kai lNapouaiaon Twv ¥Ynelakwyv
ATrodegicewv

* Ynpiakeg ATTodeicelg eival onUAVTIKES OIOTI UTTOPOUV Va
oTnpicouv n va dlaweUuoouVv JIa uTToBeon



WYnoiakn EykAnuartoAoyia (2/2)

* MeBodoAoyia Wnoiakng EykAnuartoAoyiag

E Collection >EExamination- Reporting

Media » Data —————p- Information ———p- Evidence
MovTéAo National Institute of Standards and Technology




AladikTuo Twv lNpaypdatwyv (1oT) (1/2)

* HAEKTPOVIKEC OUOKEUEC, OUVOEDEUEVEC METACU TOUC KAl UE TO
AladiKTUO

* AvTaAAayn TTAnpo@opiwv

* ANNAeTTIOPOON

» Agv UTTAPXEI OTOBEPN APXITEKTOVIKI

* YTTApXEl TTANBWPEA NAEKTPOVIKWY CUOKEUWV



AladikTuo TwV Npayudatwy (1oT) (2/2)

[TpokAnoeic Ao@AaAsgiag aTo loT

* TauToTTOINON

« ECouo1000TNON Kail EAeyXocg TTPOCRACNC
* [DIWTIKOTNTO

* APXITEKTOVIKN A0@AAEiag



Ynoiakn EykAnuatoAoyia oto AladiKTUO
TwV lNpaypatwy (1/2)

e 2UveXNC Avarrtuén tou loT

« Kaivoupyieg dilaotaoelc otnv Wneiakn EykAnuartoAoyia
* TepAoTIa TTOOOTNTA OEQOMEVWV

* ATTaITOUV DIQQPOPETIKN TTPOCEYYION

* O1 TEXVOAOYyieC TTOU XpnoluyoTtrolouvtal otnv Wnoiakn
EykAnuartoAoyia dgv gival oXeQIQOMEVEC Yia TO |0T



Ynoiakn EykAnuatoAoyia oto AladiKTUO
TwV [NpayupaTtwy (2/2)

MovTteha Wnoiaknc EykAnuaTtoAoyiac:

* Digital Forensic Investigation Framework for Internet of Things
(DFIF-10T)

* Forensics-Aware Internet of Things Model (FAloT Model)
* Internet of Things Digital Based Forensic Model



[TDOCOUOIWCEIC 2ZEVAPIWY UE TOV /\
MpooopoiwTtry CupCarbon \|

2
CupCarbon

3

[TpoocouoiwtA¢ CupCarbon

« AuvaTtotnTa oXedIlaopouU £CUTTVNG TTOANG Kal ACUPNATWY
AIKTUWV AloBnTipwyv

* 2XEQIOOMOC, ATTEIKOVION, ATTOOPAAUATWON KAl ETTIKUPWON
aAyopiBuwv

* EpyovouIKO ypa@IKO TTEPIBAAAOV
« Karaokeuaouevo oe JAVA
» AlavEPETAI OWPEAV Kal £ival AOYIOUIKO aVOIXTOU KwOIKA



[TpwTn lNpoocouoiwon

2 UOKEUEC TTOU CUMUETEXOUV OTNV TTPOCOMOIWAON

« ‘Ecutrvn KA€10apId Id S2, ye duvatoTNTA KATAYPAPNC EI000WV
Kal ECOOWV Kal XeIplopou TS ueow Bluetooth

* ‘Ecutrvo KIvnTO TNAEQWVO Id S3, I0IOKTNTN TNG KAEIOAPIAC JE
EYKATEOTNMEVN EQAPPOYN VIO ETTIKOIVWVIA PJE TNV KAEIDOPIA

« 'E€UTTVO KIVNTO TNAEPWVO Id M1, KaKOBOUAOU XproTn



DFIF-l1oT Model
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1 Proactive Process

IoT Scenarno Definition

i | S el
IoT evidence source identification

|

Planning Incident Detection

Potential Digital ll.vidence Collection

l

Digital Preservation

Storage of Potential Evidence

I

2 IoT Forensics

Cloud Forensics
Network Forensics
Device level Forensics

l

3 Reactive Process

Initialization

—-| Acquisitive

Investigative




Apxeio Konaypacpng Eéuwvng KA&1dapiag S2

LUSEEREEREReeY O 1§45, 391490l U T T o0oUeF -4 . 9004355000107 E1

EﬂszB{ 50 |24.540833333333303 1 1#48.3914616077565044-4,4588438508010721
34 [Te-5ZT455555555553 0 O 51 |25.04lc66666666636 1 14#48.359142253458735844-4.4883669591281509
35 |17.02833333333332 0 0 52 |25.542499999959557 1 1#48,39142253487384#-4,488366591281500
368 |17.520166666666651 0 O 53 |26.043333333333297 1 1#48.391383461991175%-4.488295074552298
37 |18.02555555505058587 0 0 54 |26.54416666666663 1 1%#48.391383461991175%-4,488295074552298
32 |18.53083333333332 0 0 S5 [27.0445999995595063 1 1$#48.39134438910851%-4.488223157823086
35 |19.031lee666666665 0 O S6 [27.545833333333295 1 1$#48.39134438910851%-4.488223157823086
40 115.532459550555858598 0 0 57 [|28.046666666666624 1 1$#48.39130531622585%-4.488151241093874
41 J20.033333333333314 0 0 58 [|28.5474999959995557 1 1$#48.39130531622585%-4.488151241093874
42 J20.5341ckecEEEEE4E O O 59 |29.04833333333329 1 1#42.39126624334319$#-4,488079324364662
43 121.03459505000058%8 0 0 60 |29.540166666666622 1 1$48.391266243343104-4,4330709324364662
9 f21.53583333333331 00 £1 |20.0499999990909G0G555 1 1$48,3912271704605254-4,482800740763545
5 J22.036666666666612 0 0 62 |30.550833333333287 1 1$#48.3912271704605254-4.48800740763545
46 §22.5374559555555577 0 0 63 [|31.05166666666662 1 1$#48.391188097577874#-4.4879354909062386
47 §23.03833333333331 00 £4 |31.5524999999995952 1 1$#48.391188097577874#-4.4879354909062386
48 J23.53816666666664 0 O £5 [32.053333333333285 1 1#48.3911490246952#-4.487863574177027

6 |32.55416666666662 1 1#45.39114902465524-4,487863574177027
67 |33.054999999995995 1 1#48.39110995151254%-4,487T791657447815
62 |33.55583333333328 1 1#48.391109951512544-4,487791657447815
69 |34.056666E66666661 1 1#48.3910T08T789298744-4,487715740718603
70 |34.55749995955554 1 1$#48.3510T08T7852558744-4.487719740718603
71 |35.05833333333327 1 1#48.39103180604721$-4.4587647823989391
72 |35.559166666666606 1 1#48.39103180604721$-4.487647823989391
73 |36.059999999999594 1 1#48,39099273316455$-4.4875759072601795
74 |36.56083333333327 1 1$#48.3590992733164554-4.45757559072601795
75 |37.06l6666666666 1 1#48.35055366028189$4-4,4587503990530968
76 |37.562499999999536 1 14#48.35059536602581589$-4.4587503990530968
77 |38.06333333333327 1 1#48.3909145873599224-4,4587432073801756
7% |38.5641666666666 1 1#48.350514587359224-4,4587432073801756
75 |39.064999999959534 1 1#48.3508755145165664-4.4587360157072544
S0 |39.565833333333266 1 1#48.3908755145165664-4.487360157072544
Z1 40.0kbbbbokoReRE 1 O

52 40.56749999999993 0 O

83 41.068333333333264 0 0

54  41.569166EEEE666 0O O

55 42.069999959999993 O O

56  42.57083333333326 0 O

57  43.0716666E6E6E59 0O O

55 43.572499959999992 0 O

55 44.07333333333325 0 0

S0  44.574166EEEEEEE585 0 O



Apxeio Kataypagnc ‘Ecutrvou TnAspwyv
50 24.54656399995959968 4
25.

Hs3 |
34 le.533230c00006658 B
3= 17.03406399595955587 B
36 17.53489733333332 B
37 18.035730c06606665 B
38 18.536563599595995984 B
35 15.037397333333313 B
40 15.538230c6666664968 B
41 20.039063595959599598 B
42 20.,53989733333331 B
43 21.040730c060606644 B
1 21.541563995959555Te B
45 22.04239733333331 B
46 22.543230c060606664 B
47 23.044063599595995974 B
8 23.54945973333333068 B
45 24.045730666666635 B
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25,
2a.
2a.
2T.
2T,
28.
28.
29,
29,
30.
.55656399959595552 A
31.
31.
32.
32.
33.
33.
34.
34.
35.
35.
3a.
3a.
37.
37.
38.
38.
39,
39,
40,

30

0473973333333 A

543823006000 E0R33 A
0490639995995562 A
54985T333333255 A
050730c00006027T &
5515639999955 A
05239733333329 b
553230c6660662 R
054063999995554 1
S54859T33333328T A
055730cb606602 A

05T7357T333333284 &
558230c000060lT A
059063999959555 B
559897T33333328 B
0e0T730c66666615 I
S56l5635999995955 B
0B23597T33333327 A
Se3230ceeooEeld A
0e4063599959595549 A
SE435T33333327 A
0657300000060 A
S566563999995536 &
0BT397T33333327 B
S5e8230cccc66E R
0E9063999995953 B
SE9859T333333200 A
070730cb60660 A
ST156359995959553 A
0T235T7T333333264 A

40.
.0T7406395899599593 B
41.
42.
42.
43,
43,
44,
44,

41

5T73230c6000606556 B

5T7459T733333320 B
075730c666665594 B
5Te5635999995953 B
OTT39T33333325 B
5T78230c660606585 B
0T906359995959552 B
ST985T33333325 B




AeuTtepn Npoocouoiwaon

2 UOKEUEC TTOU CUUUETEXOUV OTNV TTPOCOMOIWaN
 ‘Ecuttvo KivnTO TNAEPWVo Id M14

« 'ECuTrvn Kauepa id S13 1Tou atroBnKeUEl TIC KATAYPAPES OTO
cloud pe id S12

« ‘Ecuttvol avixveuTeg katrvou e id S2,54,56,57,58,59,510,511,
Ol OTTOiOI aTTOBNKEUOUYV TIC KaTaypagec o1o cloud pe id S1



FAIOT Model

Tovestigator

API

Web Server

Secure BEvidenos
Presenvation

Secure Provenance

Blodule




Apxeio Kataypaonc E¢utrvng Kauepag Apxeio Kataypaonc Avixveutr) Katrvou S10

Hs12E3 Eisml‘::!'
1 LOZ0T7T30c00c006E0EEE :
% 021584 3 2.0165640000000002 20.0 -4.4092313861546024748,36252414007353
3 -022397333333334 4 .019897333333334 20.0 -4.492313861846924$48.39252414097353
! .0232306666EE6ETS 5 .0232306666666675 20.0 —-4.492313861846924%48.39252414097353
5

3
4
_024064000000001 5.0265640000000005 21.0 -4.492313861846924#48,39252414097353
024597333333334 7 $.02939?333333333 21.0 -4.492313861846924#48.39252414097353
G
g

1

.0332306666666655 21.0 —4.492313861846924#48.39252414097353
.0257306666600667 .0365639999999598 21.0 -4.492313861846924448.39252414097353
-026364 .039897333333332 21.0 -4.492313861846924$#48.39252414097353
.027387333333331 11  10.043230666666666 21.0 —4.4923138615846924448.35252414097353

0. 02B230666666666 12 11.046564 21.0 -4.492313861846924448.39252414097353
10.029064 13 12.049897333333332 21.0 -4.492313861846924§48.39252414097353
] 13.053230666666666 21.0 —4.492313861846924448.39252414097353

11.02598387333333333 14.056564 21.0 -4.492313861846924448.39252414097353
15.0598597333333334 22.0 -4.492313861846924$48,39252414097353
17 16.063230666666666 22.0 —4.4923138618465924$48.39252414097353

17.066564 22.0 —4.492313861846924448.39252414097353
18.069857333333333 22.0 -4.492313861846924$48.359252414097353
19.073230666666667 22.0 —-4.492313861846924448.39252414097353
20.076563999999998 22.0 -4.492313861846924$48.39252414097353
21.07989733333333 22.0 -4.492313861846924#48.39252414097353
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TeppaTionog Kataypaeng AviXveuTwy

40 39.13989733333329 22.0 -4.490575790405273#%#48.392004071467085
41 40.14323066666662 22.0 —-4.490575790405273#%#48.392004071467085
42 41.14656399999994 22.0 -4.490575790405273%#48.392004071467085
43 42.14989733333327 22.0 -4.490575790405273#48.392004071467085
44 43,153230666666595 22.0 -4.490575790405273%48.392004071467085
45 44,15656399999992 22.0 -4.490575790405273%#48.392004071467085
46 45.15989733333325 22.0 -4.490575790405273#%#48.392004071467085
47 46.16323066666657 22.0 —-4.490575790405273%#48.392004071467085
48 47.1665639999999 22.0 -4.490575790405273%48.392004071467085
49 48.169897333333225 22.0 -4.490575790405273%48.392004071467085
50 49.173230666666555 22.0 -4.490575790405273%#48.392004071467085
51 50.176563999999885 22.0 -4.490575790405273%48.392004071467085
52 51.17989733333321 22.0 -4.490575790405273%48.392004071467085
53 52.18323066666654 22.0 -4.490575790405273%#48.392004071467085
54 53.18656399999986 22.0 -4.490575790405273%#48.392004071467085
55 54.18989733333319 22.0 -4.490575790405273%48.392004071467085
56 55.193230666666516 22.0 -4.490575790405273%48.392004071467085
57 56.196563999999846 22.0 -4.490575790405273%#48.392004071467085
58 57.199897333333176€ 22.0 -4.490575790405273%#48.392004071467085
59 58.2032306666665 22.0 -4.490575790405273#%#48.392004071467085

59.20656399999983 22.0 -4.490575790405273#48.392004071467085

|61.21323066666648 22Z.5 -4.490575790405273#48.392004071467085I
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KaravaAwaon Mtratapiag Avixveutwyv
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Mnoeviopog MTTatapiwyv AVIXVEUTWYV

Time : 61.21323866666643 52 Buffer available, exit waiting.

Min (milliseconds) : ©.887397333333333334 52 READ

518 Buffer available, exit waiting. S2 is reading from its buffer "22.5" and puts it in x
516 READ 52 PRINT [println, %x]

518 is reading from its buffer "22.5" and puts it in x 52 GET TIME.

$1@ PRINT [println, $x] S2 GET POSITION.

518 GET TIME. 52 PRINTFILE [printfile, $t, $x, $pos]
516 GET POSITION. EE_E&TTERY SET®. |

518 PRINTFILE [printfile, $t, $x, $pos] 52 Starts the loop section.

518 BATTERY SET@. 52 is waiting for data ...

518 5tarts the loop 5ectiun.| :: :: 54 Buffer available, exit waiting.

518 is waiting for data ... 54 READ

511 Buffer available, exit waiting. S4 is reading from its buffer "22.5" and puts it in x
S11 READ S4 PRINT [println, $x]

511 is reading from its buffer "22.5" and puts it in x 54 GET TIME.

511 PRINT [println, $x] 54 GET POSITION.

S11 GET TIME. S4 PRINTFILE [printfile, $t, $x, $pos]
511 GET POSITION. S4 BATTERY SET@.

511 PRINTFILE [printfile, $t, $x, $pos] S4 Starts the loop section.
ETE-EETTEE?-EETﬁq 54 is waiting for data ...

S11 Starts the loop section. 56 Buffer available, exit waiting.

511 is waiting for data ... 56 READ

56 is reading from its buffer "22.5" and puts it in x
S6 PRINT [println, $x]

56 GET TIME.

S6 GET POSITION.

56 PRINTFILE [printfile, $t, $x, $pos]
56 BATTERY SET@.

56 Starts the loop section.
56 is waiting for data ...




‘EAeyxo¢ ‘Ecuttvwyv TnAsepwvwyv EpyalouEvwy

GPS kivntou TnAspwvou K. Z

[:irwteZ.gpsEBl

1 1l -4.359651803970337 48.23224862198222]0.0 4.0

2 1 -4.358965158462524 48.23222003546573 0.0 4.0

3 1l -4,358278512954712 48.2321914489427 0.0 4.0

g 1l -4,35759186744689%9 48.23216286241%¢67 0.0 4.0

5 1l -4,.356905221939087 48.2321342758%¢€¢64¢ 0.0 4.0

& 1l -4.356218576431274 48.232105689373¢61 0.0 4.0

7 1l -4,3555319309234¢62 48.23207710285058 0.0 4.0

8 1l -4.354845285415649 48.23204851632755 0.0 4.0

< 1l -4,354158639907837 48.23201992980452 0.0 4.0

GPS kivntou TNAE@WVOU K. X Kal AVIXVEUTWV
[ route X gps E3 _ ‘ ESEE‘

1 1] -4.455677351851535 48.35325080441507]0.0 4.0 [ 1 0.00%064000000000001 0.0 [-4.490575790405273#48.392004071467085
2 1 -4,495551288127899 48.393250581786916 0.0 4.0 2 1.0132306666666666 20.0 JETEEE3?3?EEEE3E?E¥EET§EEEEEE?TEE?EE§'J
3 1 -4.495425224304199 48.39325035915877 0.0 4.0 3  2.0165640000000002 20.0 -4.4905757904052734$48.392004071467085
4 1 -4,495299160480499 48.393250136530625 0.0 4.0 4 3.019897333333334 20.0 -4.490575790405273448.392004071467085
5 1 -4.495173096656799 48.39324991390247 0.0 4.0 5 4.0232306666666675 20.0 —-4.490575790405273448.392004071467085
& 1 -4.495047032833099 48.39324969127432 0.0 4.0 £ 5.0265640000000005 21.0 -4.490575790405273448.392004071467085
7 1 -4,494920969009399 48.393249468646175 0.0 4.0 7  £.029897333333333 21.0 -4.490575790405273448.392004071467085
8 1 -4,4947948051856995 48.39324924601803 0.0 4.0 &  7.0332306666666655 21.0 —-4.4905757904052734$48.392004071467085
9 1 -4.4946688413619995 48.39324902338988 0.0 4.0 S B.036563999999998 21.0 -4.4905757904052734#48.392004071467085




TopiTn Npoocouoiwaon

2. UOKEUEC TTOU CUUUETEXOUV OTNV TTPOCOMOIWaN
« ‘ECuTTVOC avixveuTtnc diapponcg agpiou pe id S1
« ‘ECcuTrvol aiocOnthpeg ue id S4, S5, S2

* 2UVAYEPUOC HE Id S6, 0 OTTOIOC Eival OUVOEUEVOG JE OAEC TIC
ECUTTVEC OUOKEUEC TOU XWPOU



Planning Warrant Obtained

loT Based Digital === > =

loT

Forensic Model —

Base Device
Wireless, Zigbee, Identification
Z-Wave 4g.3g LTE. WiFi Ethemet PLC

"
2
MY

Location/Sector

Zone

\/

Triage
Examination

Fragie Evidence Zone

Server Cluster
| 1
K4 v

Router - Fog/Cloud 1 Gateway Server

Jation Platforms Structured Data/Unstructured Data )

Data Accumu

1
v
Chain of
Custody
Y
Lab Analysis
v
Result
Y
Proof & Defense
W

Archive
&Storage




Etireda MtraTapiag Zuokeuwyv

Energy (J)

191801

19160,0

19159,9

19159.8

191597

18159.6

19159,5

191504

19159,3

19150,2

19158,0

0S10S2054055056



Apxeio Kataypaonc Avixveutr) S1 Apxeio Kataypaonc Aiobntrpa S4

=]

MmOy Oy Oy D
W0 <J o 0 b Wk = Oy

~] o

51.74500000000015 24.26795897372104 S#3%#24.26795897372104 51  50.76406400000015 19.415752749254576
52.75916666666682 21.567558789361033 S#3#21.567558789361033 52 51.77739733333348 24.639782761957168
53.77416666666683 15.66788847161271 S#3#15.66788847161271
54.7883333333335 27.800969383388505 S#3#27.800969383388505 N 22 - 12323066666682 22, 267359837 372102
55.8033333333335 24.469711241846003 S$3$#24.469711241846003 °%  53.8085640000001e5 21.567558729361033
56.8183333333335 27.63233297614618 S$#3$27.63233297614618 55 54.8223973333335 15.66788847161271
57.832500000000174 18.819137086586412 S#3#18.819137086586412 56 55.8373973333335 27.800969383388505
58.847500000000174 21.00132918775941 S#3#21.00132918775941 57 56.850730666666834 24 .469711241846003
59.86166666666685 18.40105424068198 S#3$#18.40105424068198 c8  57.866564000000174 27.63233297614618
60.875833333333524 15.751163334639518 S#3$#15.751163334639518
61.89083333333353 21.388044382608786 S#3#21.388044382608786 B 8 -873837333333a1 18.8131370865864.12
62.90583333333354 23.672659202319306 S#3#23.672659202319306 0 59.8594064000000185 21.00132918775941
£3.92083333333354 23.27549639764546 S5$#3$#23.27549639764546 61 60.909897333333525 18.40105424068198
€4.93500000000022 24.956718499363465 S#3424.956718499363465 £2 €1.92489733333353 15.7511633346359518
65.95000000000022 29.69903997082667 S#3#29.69903997082667 3 €2.93989733333354 21.388044382608786
66.96416666666688 21.778965323662334 S#3#21.778965323662334 64  €3.953230666666876 23.672659202319306
67.97916666666688 35.59017979685704 S#3#35.59017979685704 :
€8.99333333333355 24.89456694789023 3:3:24.89456694789023 B 94 - 6506200000022 23.27922033762928
70.00750000000023 17.86063379050757 S#3%17.86063379050757 66 £5.98239733333355 24.956718499363465
7 eclsszsosecsecss 29.699038%7052567
72.0358333333336 17.358415120451014 S¥3%17.356415120451014 £2 €8.01156400000022 21.778965323662334
69  69.02573066666689 35.59017979685704
70 70.03889733333357 24.8945669478%9023
71 71.05406400000025 17.86063378050757
73 73.08489733333361 17.358415120451014
74 T74.098230666666%6 19.8596228854493845
75 75.11239733333363 23.605323328238499
76 76.12489733333364 34.63418380648207

77.1415640000003 26.5532730089881



Apxeio Kataypa®rg AikTuou

Time : 71.05406400000025

Min (milliseconds) : 0.018230666666666666
S4 Buffer available, exit waiting.

S4 GET TIME.

S4 PRINTFILE [printfile, $t, $x]

S4 READ

54 is reading from its buffer "100.4678894868749" and puts it in x|
(100.4678894868749) - (1.0) -> 99.4678894868749

= (99.4678894868749) - (1.80) -> 98.4678894868749
= (98.4678894868749) - (1.0) -> 97.4678894868749
(97.4678894868749) - (1.0) -> 96.4678894868749
(96.4678894868749) - (1.9) -> 95.4678894868749
= (95.4678894868749) - (1.8) -> 94.4678894868749
= (94.4678894868749) - (1.0) -> 93.4678894868749
= (93.4678894868749) - (1.0) -> 92.4678894868749
= (92.4678894868749) - (1.0) -> 91.4678894868749
= (91.4678894868749) - (1.8) -> 90.4678894868749
= (90.4678894868749) - (1.0) -> 89.4678894868749
= (89.4678894868749) - (1.0) -> 88.4678894868749
= (88.4678894868749) - (1.0) -> 87.4678894868749
(87.4678894868749) - (1.8) -> 86.4678894868749
(86.4678894868749) - (1.9) -> 85.4678894868749

383948068 /49 N

XX XK XX XXX X X X X XX

1 1 IH=

Time : 71.06739733333359
Min (milliseconds) : 0.013333333333333334

4 starts sending the message : "85.4678894868749".
4 has finished sending the message : "85.46 749" to the node:

ES (radio: radiol) is receiving the message : "85.4678894868749" in its buffer.

S4 Starts the loop section.
S4 is waiting for data ...



Apxeia Karaypaegng S5, S2

N et Y

EHs568 588253

43 42.681461333333445 29.50217151854136 43 42.715525333333446 21.764976407805086
44  43,69312800000012 21.764976407805086 99 43.72552533333346 24.86772937229091
45 44 .7072946666668 24.66772937229001 45 44.73969200000013 18.16663811747601
46 45.721461333333465 18.16663811747601 46 45.75385Cc6c6668 24.69265884426137

47 46.73562800000014 24.69265884426137 47 46.768025333333476 17.18835158089438
48 47.753128000000146 17.18835158089438 45 47.78719200000015 27.171159964242374
459  48.76812800000015 27.171159964242374 49 48.80219200000015 27.55693777838€757
50 49,78312800000015 27.556937778386757 50 49.81719200000015 19.41575274925457¢6
51 50.79812800000015 19.415752749254576 S 50.83219200000015 24.8397827€19571e8
52 51.80979466666682 24.639782761957168 ©2  51.84219200000015 24.26795897372104
53 ©52.82729466666682 24.26795897372104 53 52.861358666666824 21.567558789361033
54 53.8389613333335 21.567558789361033 54 53.871358666666836 15.66788847161271
55 54.8564613333335 15.66788847161271 55 54.8905253333335 27.800969383388505
S6 55.8714613333335 27.800969383388505 SF  55.9055253333335 24.469711241846003
57 56.88312800000017 24.469711241846003 57 56.915525333333505 27.63233297614618
58 57.900628000000175 27.63233297614618 S8 57.934692000000176¢ 18.819137086586412
59 58.912294666666845 18.819137086586412 9% 58.94469200000018 21.00132918775941
€0 59.92646133333352 21.00132918775941 60 59.558858666666856 18.40105424068198
€1 60.943961333333526 18.40105424068198 £.  60.97802533333353 15.751163334639518
€2 €1.958961333333534 15.751163334639518 £2  ©81.993025333333534 21.38804438260878¢
€3 62.97396133333354 21.388044382608786 £5 63.00802533333354 23.€72659202319306
64 63.98562800000021 23.672659202319306 €9 64.01802533333355 23.27549639764546
65 65.00312800000022 23.27549639764546 65 65.03719200000022 24.956718499363465
66 66.01479466666659 24.956718499363465 €6 6€.04715200000022 29.69903997082687
€7 67.03229466666689 29.69903997082667 67 ©7.06635866666689 21.778965323662334
€2  €8.04396133333356 21.778965323662334 65 ©8.07635866666689 35.59017979685704
€9 €9.05812800000022 35.59017979685704 | ©% ©9.09052533333356 24.894566947835023
70 70.0722946666669 24.89456694789023 70 70.10469200000024 17.86063379050757

5 | 72 72.1380253333336 17.358415120451014
73 73.11896133333362 17.358415120451014 75 73.15302533333362 19.859622885493845
74 74.1306280000003 19.859622885493845 7% 74.16302533333364 23.60532332823899
75  75.14479466666697 23.60532332823899 7S5 75.1771920000003 34.e3418380e48207

76 76.1556280000003 34.63418380648207 75 7€.18635566666695 26.5532730089881

S5 77.1756220000003 26.5532730089331 77 77.2096920000003 21.315858000074943



2UdTTEPACUATA

* To IOoT atroTteAei yia eTTavacTaon JE TTOAAATTAG OPEAN
* O1 TTPOKANCEIC aOPAAEIOC Eival HEYAAEC

« Attapaitntn n xpnon tn¢ W.E. oto mepifdAAov Tou 10T, woTdo0
n rapadooiakn W.E dev gival apkeTn

* 2UVEXNC PEATIOTOTTOINON TWV UTTAPXOVTWY HOVTEAWV
* [D1aiTeEPa Xprioipo To CupCarbon

* 2NUAVTIKA BeATIWoN Ba ATav N TTPOCBAKN alIoONTARPWY TToU Ba
TTPOCOUOIWVOUV AVTIKEIMEVA TOU |OT
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2.0C EUXAPIOTW YIa TNV TTpocoxnN oac!



