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[eplexopeva

» Meptypapn mpoBARPATOC

» 2TOXO0G

» EmpEpoug TEXVOAOYIEC

» [potelvopevn Auon / Epappoyn Android

> JUPTEPACHATA Kal HEAAOVTIKEG ETTEKTACELG
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Meptypapn tou MNMpoBAnpatog
» Blopnxaviko mepIBaiAov emikivouvo yla tov epyalopevo

Mnyn: Xutipla Kapditoag

> YWnAEG BepUOKPAGIES

» XNHIKEG OUGIEC OTOV aEpa

Mnyn: https://energyin.gr/

> Swpatki kOTwon epyalopévou 4
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2TOX0C

» Avamtuén kat xpnon autopartomnolnuévou cuctnpatog - AXMAAEIA + ANOAOTIKOTHTA

TexvoAoyiec:

Cloud Computing + loT + Wearables (Wireless Sensor Network)
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Cloud Computing (1/2)

= The NIST definition af Cloud Computing

I Brosd i ¥ ondernd BB
e  eosovee
Characteristics
Resource Pooling

Software asa Platform as a Infrastructure as a
Service [Saas) Service (Paas) Service (LaaS)

Service Models

» Eme€epyactikn 1oxug
Deployment Models

MnyA: https://medium.com/@andrewpriceau/when-is-
cloud-not-5d4e355ee0ac
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Cloud Computing (2/2)

» [MAcovekTApata » Melovektnpata - MeEAAOVTIKEG BEATIWOELG

1. Au€npuévn eueAiia 1. Ao@dAcla / 101wTIKOTNTA OE00PEVWY
2. Taxutnta uAomoinong 2. Meploplopevog EAeyxog / eueAiEia
3. KaBoAwkn mpdcoBaon 3. E€dptnon - kKAidwpa amd tov mpopnOsutn

4. TwoAdynon UTINPECLWY

5. Evepyelakn amodotikotnta cel

Security
6. MeyAaAog avtaywviopog TapoOXwy

Encapsulated

Change \+
Management

Next Reliability

Generation
Architectures

MSc Edappoopévng Mnpodopikig — Ayyeldmoulog MewpyLog Mnyn: https://www.businessZcommunity.com/clou_{d-corr’nputing/pros—
cons-cloud-technology-every-marketer-know-01020840



Internet of Things (1/2)

» ApXITEKTOVIKA Tou loT » MovtéAa dlacuvoeong “Mpaypdtwy”

Sensor Layer Device-to-Device (Bluetooth, Zigbee)

Network Layer Device-to-Cloud }"’“

Application Layer Device-to-Gateway

Architecture of IoT Application Service
Provider

Application Layer

A
; .‘ IPva/IPve
Management Service Layer

N/

Local Gatewav

Layer 1 Protocol

Temperature Bluetooth Smart
S IEEE 802.11 (Wi-Fi)

IEEE 802.15.4 (LR-WPAN)

Gateway & Network Layer
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Internet of Things (2/2)

22 X))

Agriculture automation

a &
,‘g&.ﬁ

1
) % Embedded
* mobile

Everyday things .
Everyday things . for smarter
= get connected .- tomorrow
o ]
@,QJ @i@ ) Routing rode
- B & Sensor

®p0 %5 @

M2M wireless

Sensor network Internet of Things

Energy consumption

i \§/ > 'S

Building management Security & Surveillance

plEs . .

Smart homes & cities
S @ e

Telemedicine & Healthcare

& it

Vehicle, asset, person & pet
monitoring & controlling

MnyA: https://www.xtendiot.com/top-internet-things-application-areas/
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» Aldpopeg PappoyEC tou loT

Embedded Mobile!

JUAAoyn Osdopévwy (Uyeiag otnv
mepintwon pag)

Méow xprong £EEUTTVWY TNAEPWVIKWYV
OUOKEUWV (smartphones)



Wireless Sensor Networks (1/2)

» Tumol alebntnpwv:

1. Awobntnpeg CMOS
Metpouv Beppokpacia kat uypacia

2. AloOntipec MEMS (MicroElectroMechanicalSystems) -
Metpouv mieon kat emrtdxuvon

3. AwoOntnpeg LED
MeTpouv eyyutnta Kat Eviacn QwTtog

» TomoAoyieg acUppatng cUvOEoNG aleONTpwy: custerties
1. Aotépag (Star)
2. Aévdpo (Tree)
3. Bpoxog (Mesh)
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Wireless Sensor Networks (2/2)

» [MpwTOKOAAA EMKOLVWVIAG

Duoiko emimedo (AcUppata diktua
HIKPNAG EPBEAELAC):

—_

Low Power WiFi
. _ Mwp6 péyebog
Zigbee mAatlciou (frame)

Bluetooth

Emimedo OIKTUOU:

Xpnoomoteitat to IP/IPvé

Emimedo epappoywv (0S):
m.X. TinyOS, ContikiOS

MSc Ebappoopévng MAnpodoptkng — AyyeAomoulog MewpyLog

» [poBAnpa acpdAeiag ota WSN
Adyw TnG acuppatng guong toug!!!

= To onuavtikdtepo medio £peuvag Tou
HEAAOVTOG |

» 3 BAGIKEG TEXVIKEG AVTIHETWIIIONG:
1. Node Revocation
2. Node Authentication

3. Node-to-Node Path Encryption



Wearables

Body Area Network (BAN)

+ Short-range wireless network for an individual
- Consists of wearable or implanted electronic

((ten)

devices that transmit |D or sensor data to l
a gateway device.

- Uses either electric-field, electric-current, ::::folm is
e il bl o away, at most

-Connects to an extemal access point that Is

not more than several meters distant Wearabla

Mnyn: https://www.renesas.com/sg/en/about/edge-magazine/solution/08-

body-area-networks.html
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» Emkowvwvouv pEcw KAmolou

» Xpnoelg:

latpikn, KataoKsuaottKég TOHEQC -
napaywvn, ac@aiela, 5[(10K£6C10n,
EUTIOPLO - dlapnpLon

|

» MpoBAnparta: \

Kootog, ats?\slsg u?\onomong u)\lKA
ouvepyaoia pe AAAEG CUCKEUEG,
ac@aAelal!!



Mpotetvopevn Auon (1/4)

» Juvduaopog YmoAoylotiki Népoug (Cloud Computing) + AladIKTUOU AVTIKEIHEVWY
(Internet of Things) + @opeTd «€EUTVa> AVTIKEIPEVA OE BIOPNXAVIKO XWPO
gpyaociag ylwa mapakoAoubnon / mpoAnyn tng uyeiag tou epyalopévou (kapdlakol
TmaApoi, o€uyovwon, XNUIKEG OUGCIEC OTOV aEpa Kat auénpevn Beppuokpacia)

» AUo popeToi atodntnpeg Ba avikouv o€ Eva acuppato SiKTuo atedntnpwy, ot
omoiol Ba emKolvwvouv acuppata Pe pia mUuAn/gateway (smartphone) kat amo
EKEL PE EvaV KEVTPLKO EEUTTNPETNTH OTO VEPOC.

-> JUAAoYN OdopEVWY aTpOo@alpac Kat uysiag epyalopEVou G€ TTPAYHATIKO XPOVO
yla eme€epyaocia/amobnkeucn otov eEUTTNPETNTA.

» Ewdomoinon otoug epyalduevoucg ou Ba gopouyv Toug alodntnpeg (wearables)
OTav KATIOLEG TIHEG EETEPACOUYV TO EMOUHPNTO OPLO OTO XWPO EPYACIAG WOTE va
AapBdavovtal Ta amapaitnta HETPa yla tny mpoAnyn tng Uyeiag Toug. -
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[potetvopevn Auon (2/4)

» Awobntipeg: «EEumvo>» poAdL Kal «EEUTTVN>» TTPOOTATEUTIKNA PHACKA
-- Moc0oTO 0EUYOVOU OTO dipd, KapdlaKoi TaApoi

-- PH aépa, EEwtepikn Beppokpacia

» AlacUvdeon EMPEPOUC OTOIXEIWY Kal Asttoupyia:

1. WPAN (Wireless Personal Area Network) - Ot U0 aieOntipeg 6a emKolvwyvouyv He
10 gateway (smartphone) pe xpron tou Bluetooth*

*To Bluetooth sival 10aviko yla tnv emkolvwvia e ePBEAELa €wg 10m Kal XapnAn
KATavaAwon EVEPYELAG.

2. WLAN (Wireless Local Area Network) - Emkolvwvia twv atedntripwy pe To VEQOg
ue xpnon tou 802.11 (WiFi) peow tou gateway

Ekel Ba yivetal n cuAAoyn/ene€epyacia twv OeGOPEVWY
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[potetvopevn Auon (3/4)

Cloud Computing

~

> IXNPATIKA avamapdotaocn
TPOTEIVOHEVNG AUONG
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[potetvopevn Auon (4/4)

» Tumikn xpnon

O xpnotng = epyalOPEVOC oTNV Tapaywyn kamotag Blopnxaviag epyalstal o
mEPIBAAAOV pe auEnpévn eEwTePIKN Beppokpacia Kat KivdUvoug amd XNUIKEG OUGIEC
oToV aépd. Oa PEPEL TAVW TOU £va «EEUTIVO» POAOL TO OTI0I0 Ba PETPA TOUG
OpUYHOUC TOU Kal To 0€uyovo oto aipa tou. MNMapdAAnAa 6a @opd TPOCTATEUTIKNA
pdoka n omoia péow atcdntnpa mou Ba dlabétel Ba peTpd tnv Beppokpacia kat to PH
TOU aépa.

ZUAAoyn Gsdopévwy amo to smartphone mou Ba gépel pali Tou Kalt amocToAn oTov
€EUTINPETNTA TOU VEWPOUG. 'EAEYXOC EMITPETTWY OpiwV TTOU £XOUV KaBoploTel. Av
UTTAPXEL aTmOKALon, €ldoToinon Tou XpNotn dgeca amo TNV £@appoyn tou smartphone
HE NXNTIKO alarm Kat avagopd AETTOPEPEIWY TOU TTPOBARHATOG 6TNY 000Vn.

-> EVEPYELEG YIA TNV TPOANYN TNG UYEiag tou
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OeAN kat mpoBAnpata (1/2)

» Ta peyaAutepa o@EAN TNG XPAONG TNG CUYKEKPIPEVNG TEXVOAOYIaAg Eivat:

1. AloBnon otyoupldag epyalopévou = avénon amodoTIKOTNTAC

2. Apeon mpostdomoinon otav mapaBidlovral ta mTpoKadoplopéva OpLa TIHWY
3. EAaxiotog emmAéov €EOTTAIOHOC

4. 24/7 AaBeopotnta twv 0edopEVwWY Kal TpooBacn o€ oTATIOTIKA/ IOTOPIKA
oTolXela

5. AlacuvOeon pe AAAEC EAPHOYEC TNG eMixeipnong (m.x. ERP software, Zuornpa '4
Alaxeipiong Amodoong)
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O@eAN kat mpoBAnpata (2/2)

MapdAAnAa dnploupyouvtdl Kal Td Tapakdatw mpoBAnpata mou xpnlouv
AVTIHETWTTIONG (AUESA aAAd Kat oTo PHEAAOV):

Wearable e€omAlopog mavw otov epyalOpevo

EmmA£ov K6otog uAomroinong (e€omAlopoU Kat dlaxeiptong)

Ekmaidsuon twv epyalopévwy otn Xprion Tou

Ac@pAAela Tou cucTAPATOG + AlAG@PAAICN TTPOCWTIIKWY OEOOHEVWY UYEIQG

Agv gival akopun wpun n TExvoAoyia
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MSc Ebappoopévng MAnpodoptkng — AyyeAomoulog MewpyLog

» O XpNotng €XEL TPOCAPHOCHEVO TTAVW TOU TO

smartphone oto omoio ekteAsital N EQappoyn
KaB’ 0An tn OlApKELa TNG Epyaciag tou.

Xpnon Bluetooth avdpeoa oe e@appoyn Kat
Toug OUO ALoONTNPEC TTOU (PEPEL TO CWHA.

Juvoeon péow Wifi pe tov e€umnpetntn oto \
VEQPOG (xpnon S1adiktuou) 0mou Ba amooTEAAEL \
OcO0HEVA TTOU GUAAEYEL ATTO TOUG aloOnTnPEC. ‘
Ene&spyaola Kl EMOTPOYN OTO smartphone oe -
popn alert yla va mpoldomolel Tov |
epyaloOpevo.



YAomoinon Alemagpnc - Eqpappoyn Android

Aggelopoulos

—t
SUMMARY =+=—

+
CONNECTION STATUS

Cloud Server . .

Internet Connection

Local Gateway

Sensor #1

Sensor #2

© New Alerts

b

Sound Alarms  ANENEPrO

G

Aggelopoulos

—
+—
— SETTINGS
Wi-Fi

SSID: v e{]

WEP/WPA: Fassword ~={TT]

’ CONNECT
BLUETOOTH

Bluetooth Scan: ~

' PAIRING

CLOUD SERVER
Server IP/Name: .. Fieldw—{73]
Username: wﬁ‘ﬁ
Password: M
’ CONNECT

=ML

TCP Port:
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Koupmi to omoio pag odnyei otnv 006vn pe g pubpioelg (SETTINGS) Tng £QApPOYAG KATA TNV TPWTN TAPAPETPOTIOINGT
NG 1 av BEAoUpE va KAVOUpE KATola aAAayr.

Mpdotvn/Kokkivn év3elEn n omoia pag Geixvel avtiotoixa eav undpxet oUvéeon e tov cloud server tov omoio opicape
oG pubpioelg.

Mpdovn/Kokkivn £v3elgn n omoia pag Seixvel avtiotowxa edv umdpxet oUvdeon pe o S1adikTtuo.

Mpdotvn/Kokkivn év3elEn n omoia pag Seixvel avtiotolxa eav undpxet oUVGESHN e Tov gateway Tou SiktUou (Aoyikd To
WiFi router).

Mpdovn/Kokkivn £v3elgn n omoia pag Seixvel avtiotowxa edv umdpxel oUvVEEoN PE TOV TPWTO aledntripa.
Mpdotvn/Kokkivn éveelén n omoia pag deixvet avtiotolxa eav umdpxetl cUveeon pe tov Geltepo atobntripa.

MAaioto Keévou dmou epgavifovral ta alerts amod Tov server. (EMeERyNon KAt WPA EPPAVIONG)

Koupmi pe to omoio evepyomoloUpe/anevepyomoloUpe Kat TNV NXNTIKN eidomoinon yia ta alerts.

Alota n omoia mepiéxel ta ovopata (SSIDs) Twv acUppatwy SIKTuwy Tou Bpiokovtal oe epBEAELA KAl PTTOPOUKE Va
ouvoeBoUE.

Kouri ketpévou omou opifoupe tov Kwdikd WEP i WPA mou amattei 1o acUppato SiKTuo wote va ouvoeBolpe pe
ac@aed.

Koupi pe To omoio cuvdedpacte 6to acUppato GiKtuo tng EMAOYNG Hag.

Aiota pe Toug aloBNTAPEG HE TOUG OTTo{oUG PTOpOULE Va cuvdeBoUpE pEcw Bluetooth.

Koupi pe To omoio cuvdedpacTe 6Toug alobntipeg tng EMAOYNG PAg.

Kouri ketpévou 6mou opifoupe T StelBuvon IP 1 To Gvopa Tou server oTov omoio Ba cuvdeBoUpe.

Kouri ketpévou omou opifoupe tnv TCP port otnv omoia e§unpetei n egpappoyn mou Bpioketat otov cloud server.

Kouri ketpévou omou opifoupe To dvopa xprotn (username) yia va cuvdeboUpe otnv n epappoyn tou cloud server.

Kouri ketpévou 6mou opidoupie Tov Kwdiké (password) yia va cuvdeBolpe otny n epappoyn tou cloud server.

Koupi pe 10 0ommoio cuvSEOPACTE GTOV server Pe Xprion Twv EMAOYWY Hag.

Koupmi pe to omoio amoBnkeUoupE Tig pUBHICELS HaG.



\

YAomoinon Alemagnc - Egpappoyn Android (3

» Xpnrion tou Android Studio IDE

A Add an Activity to Mobile

I [

» Anploupyia 2 Empty Activities (autég 8a eival ot 000veC TN EQAPHOYNAG)
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YAomoinon Alemagng - Eqpappoyn Android (4

» Aopn TwV TAPAYOHEVWY APXEiWV:

1. AndroidManifest.xml
Meptypagn (dnAwon) twy activities kat packages mou
Xpnolyotolouvtal

2. MainActivity.java kat Main2Activity.java
Kwdlkag java yla OAEC TIG AEITOUpPYIEC

3. activity_main.xml kat activity_main2.xml
Kwdlkag yla tnv epgpavion (layout) twv 2 oBovwyv

4. ®dakelog drawable
MeplExel OAa Ta lkovidla TNG EQAPHOYNAS

5. colors.xml, strings.xml kat styles.xml
Ta xpwpata Kat to theme tng eappoyng
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® Aggelopoules [C:\Users\georgelAndroidStudioProjects\Aggelo
File Edit View Mavigate Code Analyze Refactor Build |

I2 Aggelopoulos

Aggelopoulos C\Users\georgelAndroidStudioProjects)
» [0 gradle
> B0 idea
al ¥ I app
Z » 19 build
g v I src
i) v 5 main
i ~ I java
5 ~ [0 com.example.aggelopoulos
= € Main2Activity
5 € MainActivity
® v 2 res
» [0 drawable
> [0 drawable-v24
w9 layout

s activity_mainxml
E activity_maind.xml
[ mipmap-anydpi-v26
5 mipmap-hdpi
[0 mipmap-mdpi
5 mipmap-xhdpi
[0 mipmap-xchdpi
5 mipmap-oothdpi
[0 values

e colorsam|

£ W oW W W v

m stringsaml

e stylesaml
% AndroidManifest.xml




YAomoinon Aemmagnc - Eqpappoyn Android

» EVOEIKTIKOC KWOLKACG

MainActivi

package com.example.aggelopoulos;

import android.support.v7.app.AppCompatActivity;
import android.os.Bundle;

import android.widget.ToggleButton;

import android.view.View;

import android.content.Intent;

public class MainActivity extends AppCompatActivity {

@Override

protected void onCreate(Bundle savedinstanceState) {
super.onCreate(savedinstanceState);
setContentView(R.layout.activity_main);

}

public void openSettingsList(View view) {
//TODO: Write your code here!
Intent i = new Intent(this, Main2Activity.class);
startActivity(i);

}

public void ToggleClicked(View view) {
boolean checked = ((ToggleButton) view).isChecked();
if (checked) {

}

else {

activity _main.xml (M£pog tov apysiov! - dradpop

<?xml version="1.0" encoding="utf-8"?>
<ScrollView

android:layout_width="match_parent"

android:layout_height="match_parent"

tools:context=".MainActivity">
<LinearLayout

android:layout_width="match_parent"
android:layout_height="match_parent"
android:layout_marginTop="10dp"
android:orientation="horizontal">
<TextView
android:layout_width="wrap_content"
android:layout_height="wrap_content"
android:layout_marginLeft="100dp"
android:layout_marginTop="13dp"
android:textSize="24dp"
android:text="SUMMARY"
android:onClick="openSettingsList" />

<ImageView
android:layout_width="56dp"
android:layout_height="56dp"
android:layout_marginLeft="10dp"
android:src="@drawable/summary1" />

/src/main/res/la
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Jupmepaopata

» H texvoloyia autn pe TI¢ KATAAANAEC BEATIWOELG Ba UTTOPOUGE va €XEL pla TTOAU
onpavtikn 6€on otnv mapaywytkn oladlkacia evog EpyooTtaciou

» O avbpwmocg - epyalopevog eivatl avapgiBoAa to Mo cNUAvVTIKO TTEPLOUGLAKO
OTOIXE(0 TTOU OlaBETEL pla emxeipnon/Blopnxavia

» ‘Oco Kkal va avamtuxBei n texvoAoyia n omoia maipvel e€oAokAnpou tn B£on Twv i
EPYATWYV OE CUYKEKPIPEVA TTOOTA, 0 AVOPWTTIVOG TTapayovtag OV PUTTOPEL va u\
EKAEIPEL

» [a 1o AOYOo auTo €ival TOCO CNUAVTIKEG TEXVOAOYIEG oAV KL AQUTH TTOU TTEPLYpAYape
va apxioouv va e@appolovtal wote N uyeia Twv epyalopévwy (KAl N GUVOALKN
molotnTa TN {WNC TOUG) CUVEXWCE va BEATIWVETAL
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MEAAOVTIKEC ETTEKTACELC

» Ta mpoBAnpata mou meptypayape dev eival avumépBAnTa. MeAETn -> peiwon o€
HEYAAO BaBpo pExpL Kal EEAAELYN TOUC.

» Ot wearables GUGKEUEG yivovTal TMO PIKPEG KAl EAAPPLEC, Ba TTPETEL va \
BeATiwOOUV Ta NON UTTAPXOVTA TTPWTOKOAAA YlA TNV EMKOlVWVia Twy wearables
alcOnTNpwy (EPgaon otnv adc@daAsla) Kat va PHELwOel akopa 1o moAU tnv
KATtavaAwon evEpyELag -> auénon autovopiag

» H mAnpng Asttoupylkotnta SuoTuxwg OV ival e@iktn: MNa va avantuxOei
OAOKANPWHEVA Hla TETOla pappoyn xpetdletal TOAUTTAOKN TEXVOYVWOia
TPOYPAUHATIoHOU N omoia dgv NTav €€ apxng 1o {NTOUHEVO TNG CUYKEKPIHEVNG
OUTAWHATIKAG. AOKLIUN TNG OE TPAYHATIKEG CUVONKEC TPOUTIOBETEL TNV
OAOKANpWHEVN UTTapEn Tou SIKTUOU aledntipwy Kat Tou e€utnpetntn oto cloud.
Kootog Tou e€omALGHOU -> ATTayOPEUTIKOG TTAPAYOVTAg

» Avantuén tou cloud server (TPoypApHATIOHOG o€ eMiTeS0 AOYIOHIKOU aAAd Kat
TAPAPETPOTIOINGN TOU AELTOUPYIKOU) WOTE OAO AUTO TO £yXeipnpa va {WVTAVEWEL,
Oa pmopouoce KAAAlota va eival to BEpa plag Eexwplotng SUTAWHATIKAG.
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